European Self-regulation for
Online Behavioural Advertising
Transparency and Control for Consumers

Online Behavioural Advertising
IAB Europe and its members have worked on a “European
Framework for Online Behavioural Advertising” that will increase
transparency and control for Online Behavioural Advertising. This
signatory-based Online Behavioural Advertising Framework of
IAB Europe (herein referred to as the ‘OBA Framework’) is an
integral part of the European Advertising Standards Alliance’s
(‘EASA’) comprehensive self-regulatory Best Practice
Recommendation (‘BPR’) for Online Behavioural Advertising. The
BPR incorporates and complements the principles included in
the OBA Framework.

OBA Framework): Web sites that have OBA companies on their
sites can provide a clear notice in their privacy notice about it
and include a link to the OBA User Choice Site to facilitate user
interaction.

The OBA Framework and the BPR bring new means for the
interaction of companies with consumers and establish new
standards for transparency and user control for Online
Behavioural Advertising (‘OBA’). Those standards incorporate a
number of principles that will radically change the way
consumers are informed and empowered to make meaningful
choices about the use of OBA. OBA relates to the collection of
online data in order to facilitate the delivery of advertising based
on the potential preferences or interests of web users or to
advertise a product users have shown interest in previously (socalled re-targeting). Such adverts typically are more relevant for
consumers and enhance their experience by providing adverts
tailored to their potential interests.

The OBA Framework establishes a high standard for ‘sensitive
segments’ by requiring a user’s explicit consent if sensitive
personal data is collected (as defined by European Data
Protection law). Furthermore, it prohibits the creation of OBA
segments to specifically target children age 12 or under.

The OBA Framework and the BPR recognise that when
consumers visit a website they will not necessarily be aware that
it is possible for another company (defined as ‘Third Party’ under
the OBA Framework) to provide advertising and collect web
viewing data from the consumers’ Personal Computer (PC) (or
any other device) over time. Such collection aims at improving
the relevance of adverts for consumers. The proposed OBA
Framework and the BPR will be implemented in a manner that
would introduce a uniform pictogram (‘icon’) across the
European countries (EU & EEA).
Once clicked on, the icon would show more information about
some or all of companies involved in providing this advert
in simple layman’s language. In addition, consumers will
be given easy access to the ‘OBA User Choice Site’
(www.youronlinechoices.eu) that provides information about
OBA and the possibility for users to turn off OBA if they desire to
do so. In this case, consumers will still receive adverts but not
ones that have taken into account their potential interests based
on previous web surfing behaviour.
This notification mechanism will be complemented by
obligations for web sites (defined as ‘Web Site Operators’ in the

The OBA Framework also clarifies that if a company uses
technologies that are intended to collect all or substantially all
URLs (i.e. Websites visited by a consumer) on a PC (or any other
device) and uses such data for OBA it will need the consumer’s
explicit consent for this.

Through an innovation in self-regulation, the OBA Framework
introduces a new procedure to measure compliance with the
commitments and establishes a system of pan-European
enforcement for signatory companies. Compliant companies will
receive a periodically renewable B2B ‘seal’.
Should a company fall behind and not remedy a significant
breach of its obligations within a limited timeframe, the seal
would be removed. As a consequence, this failure will be
communicated to the market and the public. In the UK, the IASH
programme has proven that the removal of such a seal has
significant effects on the market and is therefore an effective
sanction, strong enough to enforce compliance.
Signatories must choose a compliance programme provider that
can demonstrate expertise in online measurement and / or
auditing. Compliance providers will be chosen through a
competitive tender carried out by IAB Europe, which will be
published in 2011. Signatories signing this OBA Framework have
to self-certify their obligations under this Framework and adopt
the icon by June 2012. The compliance provider will then
conduct an audit to confirm compliance with the obligations
under the OBA Framework. Compliant companies will be
granted the B2B seal which will demonstrate to business partners
that the signatory is part of the self-regulation system.
The BPR incorporates a set of requirements which have been
established under the OBA Framework; these are binding for all
signatories of the OBA Framework and will be complemented by
a comprehensive industry wide compliance and enforcement
programme.
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Online Behavioural Advertising means the collection of data from a particular computer or device regarding web viewing behaviours over time and across
multiple web domains not under Common Control for the purpose of using such data to predict web user preferences or interests to deliver online advertising
to that particular computer or device based on the preferences or interests inferred from such web viewing behaviours. Online Behavioural Advertising does not
include the activities of Web Site Operators, Ad Delivery or Ad Reporting, or contextual advertising (e.g. advertising based on the content of the web page being
visited, a consumer’s current visit to a web page, or a search query).

Online Behavioural Advertising
This will ensure that the commitments are met in practice and
puts processes in place to cover the entire advertising ecosystem
and to handle consumers’ complaints, through EASA’s Best
Practices. This ‘double-enforcement’ mechanism (‘EASA PLUS’)
ensures that complaints of consumers are addressed in an
adequate manner and that non-compliant companies are
brought into compliance by proven sanction mechanisms.
Close cooperation on compliance with the EASA network of selfregulatory organisations (SROs) will be crucial. Whereas
complaints may be filed by consumers with a variety of bodies
(national IABs, signatories’ compliance programmes, consumer
groups, authorities), EASA’s SROs are a well-known and trusted
route for consumers to obtain independent complaints handling
and redress. This partnership of compliance programmes brings
two primary benefits to the system:
i.
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The industry-wide effort to develop consumer-friendly standards
for OBA activities across the Internet was actively supported by
a coalition of IAB Europe and Europe’s key advertising
associations and supported by the European Advertising
Standards Alliance (EASA) and its network of self-regulatory
organisations. This unprecedented collaboration responds to
European Commission Vice President Kroes’s call to the industry
to develop self-regulatory practices for OBA.

For non-signatories of the OBA Framework, EASA’s
recognised self-regulatory Best Practice Recommendation will
cover companies that are not bound by the compliance and
enforcement provisions of the OBA Framework;

ii. For signatories of the OBA Framework, EASA SROs will
provide a further and independent recourse for consumers
to take their complaints should they remain dissatisfied.
Administrators of the OBA Framework compliance and
enforcement programmes should ensure effective coordination
with EASA SROs and vice versa as well as with any other
organisations receiving consumer complaints. This will ensure
transparency, consistency and coherence of the implementation
and enforcement across EU and EEA Member States.
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IASH was created in the UK to encourage best practice among the online advertising ecosystem through an effective code of conduct. The Code ensures that
display ads placed via their networks do not appear on websites which could jeopardize advertisers' brands.

See: http://www.iash.org.uk/AboutIASH/204359/the_role_of_iash.html

Frequently asked questions
What is online behavioural advertising
(“OBA”)?
OBA is defined in the OBA Framework and the BPR as the “the
collection of data from a particular computer or device regarding
Web viewing behaviours over time and across multiple Web
domains not under Common Control for the purpose of using
such data to predict consumer preferences or interests to deliver
online advertising to that particular computer or device based
on the preferences or interests inferred from such Web viewing
behaviours.” That definition also includes “re-targeting”, where
users showing an interest in one specific product or product
category on one particular web site, are served advertising for
that product or product category on other websites.
“Behavioural” describes the type of data that is collected –
typically data such as page views and clicks made by the user.
“Behavioural” advertising therefore relies on users’ behaviour
rather than on their identity.
OBA is typically done by linking a pattern of behaviour to a
“segment”, or interest category. The set of “segments” to which
a user’s behavioural data is associated could be described as a
behavioural advertising profile. Such profiles do not contain
personal data.

Does the OBA Framework cover all
online advertising?
No. The OBA Framework covers only those activities that are
defined as OBA and does not include:
l

l

Activities of Web Site Operators that are limited to their own
sites or sites controlled by them.
Contextual advertising, which is advertising based on the
content of the web page being visited, a consumer’s current
visit to a web page, or a search query. Such advertising does
not rely on the use of “segments”.

consumer-friendly principles and enforcement standards
regarding OBA. OBA has the potential to generate higher
revenues for websites such as e.g. content providers that are
necessary to finance the offers users enjoy often for free.
According to McKinsey, European consumers used ad funded
online services to a value equivalent to €69 billion for 2010 .
The objective of this initiative is to secure the future of this type
of business practice by ensuring that consumers can understand
and control it.
The OBA Framework principles provide for:
l
l

l
l
l
l
l

Education for consumers and businesses about OBA and the
OBA Framework;
Transparency about data collection and use practices
associated with OBA, providing consumers with clear,
meaningful and prominent notice through multiple
mechanisms;
Consumer Control over OBA;
Appropriate Data Security for, and limited retention of, data
collected and used for OBA purposes;
Limitations on the creation of segments to specifically target
children;
Limitations on the collection of Sensitive Personal Data
collected and used for OBA;
Compliance and Enforcement mechanisms to ensure the
effectiveness of the OBA Framework.

How do I know if the activities of my
company are covered by the Principles?
The OBA Framework applies only to those entities engaged in
OBA. (Not all online advertising is considered OBA.)
While the OBA Framework and the BPR are intended to apply
broadly across a wide range of marketing and media entities,
they focus on:
l

Why did IAB Europe develop the OBA
Framework?

“Website Operators”: such as Web site publishers /
operators;
l “Third Parties”: such as advertising networks and data
companies (including ad exchanges and data aggregators)
and in some cases advertisers;

IAB Europe together with the leading European trade
associations in the advertising ecosystem initiated a
comprehensive, self-regulatory effort to develop and implement

These types of entities work interdependently to deliver relevant
advertising to specific computers or devices in ways that enrich
the consumer online experience. The OBA Framework alse covers

Entities or Web sites under Common Control include ones which Control, for example parent companies, are controlled by, such as subsidiaries, or
are under common Control, such as group companies. They also include entities that are under a written agreement to process data for the controlling
entity or entities, and do such processing only for and on behalf of that entity or entities and not for their own purposes or on their own behalf.
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Consumers driving the digital uptake; The economic value of online advertising based services for consumers Sep 2010 IABEurope/Mckinsey.

Frequently asked questions
technologies that are intended to collect all or substantially all
URLs (Websites) that a PC (or any other device) traverses and
uses such data for OBA. This could include tools and software
like toolbars, Internet browsers, desktop applications or similar
technologies.
A company’s actions are governed by the relevant OBA
Framework and the BPR obligations related to the particular role
or roles it fulfils in collecting and using data for OBA purposes.
For example, an entity can be a Web Site Operator through its
provision of content or retail products on its web site. It could
also be a Third Party by virtue of serving advertisements on
multiple Web sites it doesn’t control as an ad-network or data
company or in some cases an advertiser.

What is the ‘icon’? What does it mean?
The ‘icon’ is a specific interactive symbol, which is placed in or
around an OBA ad that, together with wording to be developed,
has to be used by Third Parties to signify their adherence to the
OBA Framework. It provides access to information and controls
for consumers, and does so powerfully because it is done
contextually – i.e. in a context (the advert) where the consumer
will intuitively understand it.

Third Parties serving behavioural advertising will use this icon in
or around advertisements, or on the web pages where data is
collected and used for behavioural advertising. The icon will link
to user-friendly information regarding the data collection and
use practices associated with that advert and an easy-to-use
consumer control tool on the OBA User Choice Site
www.youronlinechoices.eu. Web pages where OBA data is
collected can also use the ‘icon’, or another appropriate notice,
to link to the disclosures and choice options provided by the OBA
Framework and the BPR.
The icon should not be confused with the B2B seal, which
focuses on businesses. The B2B seal confirms that a company’s
business partners are “part of the OBA self-regulatory system”.

How will consumers know about this?
IAB Europe, the advertising ecosystem and consumer groups will
carry out an online educational campaign to educate users about
OBA, what the new icon means, the choices this OBA Framework
and the BPR provide and how consumers can exercise their
choices.
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IAB Europe EU Framework for
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Introduction
The undersigned companies (the “Companies”) have developed
this European self-regulatory Framework (the “Framework”) for
Online Behavioural Advertising (“OBA”). The Framework lays
down a structure for codifying industry good practices and
establishes certain Principles to increase transparency and choice
for web users within the EU/EEA which are binding upon the
Companies and Associations. The associations listed at the end
of this document (the “Associations”) have been working jointly
on this Framework and support its promotion across the
advertising ecosystem. The Principles contained herein are
intended to apply consumer friendly standards to Online
Behavioural Advertising and the collection of online data in order
to facilitate the delivery of advertising based on the preferences
or interests of web users. It does not seek to regulate the content
of online advertisements nor does it regulate Ad Delivery (as
defined below).

Application of the Framework and the
Principles
There are a number of differing laws which may apply to OBA,
particularly in cases where the data collected or processed relates
to an identified or identifiable natural personal and thereby
comprises personal data. The Principles assist and encourage
Companies to design into their systems and contracts a
framework for compliance with applicable law as well as
establishing protections for areas that are un-regulated. Given
that the applicable law varies from country to country,
compliance with these Principles does not guarantee compliance
with any applicable law and is not a substitute for such
compliance. These Principles provide direct benefits to web
users, in particular by standardising consumer notices on web
sites or within advertisements, and by creating simple
mechanisms for accepting or declining OBA, even though
personal data is not implicated. Web users may make complaints
about incidents of suspected non-compliance with the Principles
against the Companies by following the procedures set out in
the Principles.
The Framework applies to OBA focusing on web viewing
behaviour over time and across multiple web domains not under
Common Control in order to create interest segments or to
allocate such viewing behaviour against interest segments for the
purposes of delivering advertisements to and by that web user’s
interests and preferences.

The Framework does not apply to web viewing behaviour for a
particular web site or related web sites under Common Control.
The Framework applies across the Internet “ecosystem”. The
Framework has separate provisions for Web Site Operators, Third
Parties and providers of desktop application software that
engage in OBA. The Framework recognises that a Company may
conduct a number of different activities, and therefore the
Framework recognises that different Principles and types of
notice and consent may therefore be applicable to each different
activity.

Definitions
Ad Delivery

Explicit Consent

Ad Delivery is the delivery of online advertisements or
advertising-related services using Ad Reporting data. Ad Delivery
does not include the collection and use of Ad Reporting data
when such data is used to deliver advertisements to a computer
or device based on user preferences or interests inferred from
information collected over time and across sites not under
Common Control.

Explicit Consent means an individual’s freely given specific and
informed explicit action in response to a clear and
comprehensible notice regarding the collection and use of data
for Online Behavioural Advertising purposes.

Ad Reporting
Ad Reporting is the logging of page views on a web site or the
collection or use of other information about a browser, operating
system, domain name, date and time of the viewing of the web
page or advertisement, and related information for purposes
including, but not limited to:
l

Statistical reporting in connection with the activity on a web
site(s);
l Web analytics and analysis; and
l Logging the number and type of ads served on a particular
web site(s).

Control
Control of an entity means that another entity (1) holds a
majority of the voting rights in it, or (2) is a member of it and
has the right to appoint or remove a majority of its board of
directors, or (3) is a member of it and controls alone, pursuant
to an agreement with other members, a majority of the voting
rights in it, or (4) has placed obligations upon or otherwise
controls the policies or activities of it by way of a legally binding
contract, or (5) otherwise has the power to exercise a controlling
influence over the management, policies or activities of it, and
“Controlled” shall be construed accordingly.

Common Control
Entities or web sites under Common Control include ones which
Control, for example parent companies, are Controlled by, such
as subsidiaries, or are under common Control, such as group
companies. They also include entities that are under a written
agreement to process data for the controlling entity or entities,
and do such processing only for and on behalf of that entity or
entities and not for their own purposes or on their own behalf.

Icon
An Icon is a visible web based object that contains a hyperlink to
the OBA User Choice Site or to the Third Party Notice described
in I.A.1.

Online Behavioural Advertising (OBA)
Online Behavioural Advertising means the collection of data from
a particular computer or device regarding web viewing
behaviours over time and across multiple web domains not
under Common Control for the purpose of using such data to
predict web user preferences or interests to deliver online
advertising to that particular computer or device based on the
preferences or interests inferred from such web viewing
behaviours. Online Behavioural Advertising does not include the
activities of Web Site Operators, Ad Delivery or Ad Reporting, or
contextual advertising (e.g. advertising based on the content of
the web page being visited, a consumer’s current visit to a web
page, or a search query).

OBA User Choice Site
A consumer focussed web site and education portal
(www.youronlinechoices.eu), available in all official EU and the
additional EEA languages, that provides a mechanism for web
users to exercise their choice with respect to the collection and
use of data for Online Behavioural Advertising purposes by one
or more Third Parties or links to a mechanism permitting user
choice over Online Behavioural Advertising.

Third Party
An entity is a Third Party to the extent that it engages in Online
Behavioural Advertising on a web site or web sites other than a
web site or web sites it or a an entity under Common Control
owns or operates.

Web Site Operator
A Web Site Operator is the owner, controller or operator of the
web site with which the web user interacts.

The Framework

Notice

disclosure of this arrangement. The Web Site Operator does not
need to include such disclosure in instances where the Third
Party provides notice as described in I.A.2.

A. Third Party Notice

Principle II.

1.

User choice over Online Behavioural Advertising

Principle I.

Third Party Privacy Notice—Third Parties should give clear
and comprehensible notice on their web sites describing
their Online Behavioural Advertising data collection and use
practices. Such notice should include clear descriptions of
the following:
(a) Their identity and contact details;
(b) The types of data collected and used for the purpose of
providing OBA, including an indication or whether any data
is “personal data” or “sensitive personal data” as defined by
the national implementation of Directive 95/46/EC;
(c) The purpose or purposes for which OBA data is processed
and the recipients or categories of recipient not under
Common Control and to whom such data might be
disclosed;
(d) An easy to use mechanism for exercising choice with
regard to the collection and use of the data for OBA purposes
and to the transfer of such data to Third Parties for OBA;
(e) The fact that the Company adheres to these Principles; and
(f) A link to the OBA User Choice Site.

A. Each Third Party should make available a mechanism for web
users to exercise their choice with respect to the collection
and use of data for OBA purposes and the transfer of such
data to Third Parties for OBA. Such choice should be
available from the notice described in I.A.1 and via the OBA
User Choice Site.
B.

To the extent that Companies collect and use data via
specific technologies or practices that are intended to
harvest data from all or substantially all URLs traversed by a
particular computer or device across multiple web domains
and use such data for OBA, they should first obtain Explicit
Consent.

C. Companies that have obtained Explicit Consent pursuant to
II.B should provide an easy to use mechanism for web users
to withdraw their Explicit Consent to the collection and use
of such data for OBA.

Principle III.
Data Security
A. Safeguards

2.

Third Party Enhanced Notice to Consumers
(a) In addition to providing notice as described in A.1, Third
Parties should provide enhanced notice of the collection of
data for OBA purposes via the Icon in or around the
advertisement; and
(b) Third Parties may provide notice via the Icon on the web
page where the data for OBA purposes is collected if there
is an arrangement with the Web Site Operator for the
provision of such notice.

B. Web Site Operator Notice
In addition to complying with applicable existing legal
obligations, when a Web Site Operator permits data to be
collected from and used on a web site for OBA purposes by Third
Parties, the Web Site Operator should provide adequate

Companies should maintain appropriate physical, electronic, and
administrative safeguards to protect the data collected and used
for Online Behavioural Advertising purposes.

B. Data Storage
Companies should retain data that is collected and used for
Online Behavioural Advertising only for as long as necessary to
fulfil a legitimate business need, or as required by law.
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C. Auditing of Self-certification
Companies that are subject to Principle II shall submit to
independent audits of their self-certification. Audits should be of
sufficient scope to review compliance of Companies engaging
in OBA in the EU and EEA Member States. Such independent
audits must demonstrate, at a minimum, the following attributes:
a) Processes for individual and independent review of
Company web sites for the purpose of validating compliance
with obligations under this Framework;
b) Processes for automated or individualised periodic
monitoring of a statistically significant number of web sites
where objective evidence of compliance with Principles I and
II in this Framework can be verified;
c) Processes for resolving identified areas of noncompliance directly with the signatory Company in a
transparent manner and within a reasonable period of time;
d) Publication of decisions in case of un-rectified noncompliance with any commitments made under this
Framework, as well as the findings of general good
compliance, for one or multiple Companies that have selfcertified under this Framework.

D. Consumer Complaints Handling
Programmes under this Framework for complaints handling shall
include the following elements:
a) Easily accessible mechanisms for complaints to be filed
directly to Companies;
b) Transparent, easily recognisable and accessible
mechanisms for handling complaints through independent,
alternative dispute resolution mechanisms such as
advertising self-regulatory bodies;
c) Coordination between Companies and alternative
dispute resolution mechanisms, including advertising selfregulatory bodies, to ensure that Companies engaged in
OBA are not unreasonably subject to multiple enforcement
mechanisms regarding compliance with the obligations of
the Framework;
d) Consumers filing complaints to a complaints handling
body, including advertising self-regulatory organisations
shall have access to a simple complaint handling
mechanisms in their local language;

e) Publication of decisions in case of non-compliance with
the commitments under this Framework, including in the
language of the country where the complaint was first
launched.
In addition, Companies that are subject to this Principle shall
collaborate to make available the OBA User Choice Site.

E. Relationship between Compliance Programmes:
Administrators of relevant auditing and compliance
programmes, including existing advertising self-regulatory
systems in the context of processing consumer complaints,
should ensure effective coordination, including promoting a
common audit form within the EU and EEA Member States and
with other regions or countries such as the USA.
Administrators of relevant compliance programmes should also
coordinate to ensure transparency, consistency and coherence
of the implementation and enforcement across EU and EEA
Member States.
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Principle VII.
Review
The undersigning Companies and Associations shall regularly review this Framework at least every 3 years in response to the
development of OBA and business practices, and modify or add to the Framework as appropriate.
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Supporting Associations
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